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S3 | control PcI Pro Edition

Highlights

* Real-time change monitoring
for server, databases,
network devices and Active
Directory servers

* Centralized data repository
to securely store audit trails

* Prepackaged PCI audit
reports to prove compliance
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Solidcore’s S3 Control™ PCI Pro Edition™ provides a comprehensive file integrity
monitoring (FIM), audit trail and network configuration audit solution designed to help
merchants and service providers quickly, easily and cost-effectively meet the following
30 Payment Card Industry Data Security Standard (PCI DSS) requirements:

PCI Requirement Endpoint Types PCI Pro Edition

§ 11.5 and 10.5.5 — File Integrity Monitoring

§10.2.1,10.2.3, 10.2.4, 10.2.5 - Access to
cardholder data

§ 8,1.1.9,12,131,§1.35,

1.3,1.1.5, 1.1

.3.6, 1.3.7, 1.4.2 — Configuration Standards
§10.2.2, 10.2.7 - Actions by privileged users
§ 10.3.1 — Username Tracking

§10.3.2, 10.3.3, 10.3.4, 10.3.5, 10.3.6 — Event
Attributes

§10.5.1,10.56.2, 10.5.3, 10.5.4, 10.5.5 — Securing
the Audit Trail

§ 10.7 — Maintaining Audit Trail History

PCI DSS sections 10 and 11 specify the
use file integrity monitoring, which is the
capability to monitor changes to files and
directories on a server. The changes can
be to content, permissions or both. PCI
DSS compliance specifies that changes to
existing data in log files must be detected,
whereas the addition of new data can be
ignored (PCI DSS §10.5.5). For other files,
such as critical configuration files, any
change may be important (PCI DSS §11.5).
When a change of interest occurs, the FIM
solution needs to provide an alert.

These requirements have previously been
difficult to satisfy because existing tools
have merely provided “periodic” file integrity
monitoring capabilities that would detect
changes through resource-intensive system
scans. Solidcore has solved this problem
by developing a revolutionary “continuous”
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file integrity monitoring (CFIM) technology
that detects all changes in real-time with
a very small performance overhead. The
Solidcore S3 Control™ PCI Pro Edition™
gives IT and compliance professionals
continuous file integrity monitoring with

a minimal impact on system resources,
eliminating the need to perform repeated
scan after scan.

Detecting all changes is important

for sustaining compliance because it
allows organizations to see where their
compliance policies are being challenged
and address inappropriate change at the
source. Related to this, if a file is changed
inappropriately and then changed

back, it creates a transient compliance
violation. The continuous FIM capabilities
of Solidcore’s PCI Pro Edition captures
change and information about the user
who made the change. Alerts can also be
configured to warn administrators when a
transient violation occurs.
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“Working with our QSA helped
us get Solidcore approved as

one of our key controls for PCI
compliance. Solidcore is now
helping free us from our old file-
scanning and manual reporting
procedures to help us meet the file
monitoring and change control

requirements of PCL”

- Bobby Wen,
Manager of IT Operations
Restoration Hardware

“Solidcore’s PCI Pro gives us a
quick and simple way to audit
our critical systems and files,

and allows me to quickly identify

exceptions and violations on

spectfic servers, or those across our

entire IT environment.”

- KReith Spahn,

Systems Administrator,
Clerk of the Circuit Court
Sarasota, Florida

The S3 Control PCI Pro Edition comes
pre-packaged with filter profiles and
reports that can be used to track and
audit changes to critical operating system
and application files. An intuitive Web-
interface also makes the customizations
of these filter profiles an easy task.

S3 Control PCI Pro Edition

Supported Platforms:

Windows (NT, 2000, 2003, XP), AS400/
iSeries/System i, Solaris, AIX, HPUX, and
Linux.
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PCI File Integrity Monitoring

This File [ntegrity Monitoring report meets PCI DSS requirement 11.5. It provides an sudit log of unsuthorized
fles.

Generated At:  Friday, February 15, 2008 04:26:42 PM
Duration :  January 01, 2008 - February 15, 2008
Host(s) : 10.10.10.10, ps3425,persistent.co.in
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File Integrity Monitoring report for PCI DSS 10.5.5 and 11.5

Audit Trails (PCI DSS § 10)

PCI DSS Section 10 lists the requirements
of monitoring all access to network
resources and cardholder data.
Monitoring activity and changes on
database servers is especially critical to
pass the section 10 audit. Solidcore’s S3
Control PCI Pro Edition not only tracks
the schema and data changes, but also
database login activity, changes to roles,
users, and permissions. The PCI Pro
Edition S3 Control also audits database
access (SELECT statements), and can
identify the user and the program that
queried sensitive data.

The audit trail from servers, databases
and network devices are managed and

stored by The S3 Control PCI Pro Edition
in a central database. The database can
be secured to prevent highly privileged
users, including powerful application
database administrators, from accessing
sensitive applications and data outside
their authorized responsibilities.

Supported Platforms:

Oracle 7.3, 8.0, 8i, 9i, and 10g, Microsoft
SQL Server 6.5, 7, 2000, and 2005,
Sybase SQL Server and Sybase Adaptive
Server Enterprise 10.x, 11.x, and 12.x;
Sybase Adaptive Server Anywhere 6, 7, 8,
and 9; IBM DB2 5.x, 6.x, 7.x, 8.x for Linux,
Unix and Windows, IBM DB2 6.x, 7.x, 8.x
for z/OS and OS/390; and IBM DB2 5.x for
0S/400 (iSeries/System i).



Datasheet

s3 control

Datab System Audit Y

This report meets PCI Section 10 requirements by providing an audit trail of all individual access to cardholder data, actions
taken by privileged user accounts and creation/deletion of system level objects. As mandated by the PCI DSS, date and time,
the name of the affected object, the username, the action and point of origin are documented in the detals section.

Generated at: 02-Jan-2008 4:12:26PM “ ll. dcore % Q[ﬁ,’ rl'ngs Pro'l)l' de
S3 CO n‘t [0| Date Range: October 01, 2007 00:00 - December 31, 2007 00:00
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Generated At : Friday, January 11, 2008 2:32:29
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Synchronize, System Controller C " N
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User Updation

Users : anthony, brian, cesar, reportuser,
s3netadmin, sam, scadmin

sqlpm1.solidcore.local

I~ requirements for a broad range of
businesses.”
Timestamp User i N -
Acti Details }
11-Jan-2008 2:30:57PM scadmin Report
Time Table ‘ DB User ‘ Action Origination
11-Jan-2008 2:30:48PM | scadmin Disable = SCOtt CI'anOI'd,
Enforceme HOST: salpm.solidcore.local . .
11-0an2008 2:30:050M | scadmin  |Report | misib: moster Security Research Director
1218007 043 log_shipping_datab | dbo SELECT [database_name}-[databas: 1 solidcore Jocal
[ e S S R — EMA
11-Jan-2008 2:28:59PM scadmin Report
- 2807 2:23pm db_auditdata_audt | dbo ‘CREATE TABLE db_audit data_audit_users ( vmpm1 solidcore local
Generatiol source_db VARCHAR(30) NOT NULL,
Source_owner VARCHAR(128) NOT NULL,
11-Jan-2008 2:28:55PM | scadmin Filter Prof o e VARCHARGOINOT NULL: usar i
Deletion INTEGER NOT NULL, rule_type CHAR(1),
PRIMARY KEY (source_db, source_owner,
source_table, user_name)
11-Jan-2008 2:28:53PM | scadmin Filter Profi 21897 223pm f: ;an data_audit | dbo ALTER USER hear.samin GRANT CONNECT, vmpm1 solidcore local
Deletion sh WITH ROL
dbo.scm_warehouse_app_assoc_table;
lid Copyright @ 2006-2007 S0l ccore Systems, Tnc. All rights reserved. 1
11-Jan-2008 2:28:51PM scadmin Filter Prof ST TTOTIE =TS TR
Deletion monitor only critical changes on Windows
2000 Filter Profile Name = Windows 2000
Base Filters
11-Jan-2008 2:28:48PM scadmin Filter Profile Filter Profile Desc = Filters Profile will
Deletion monitor only critical changes for Weblogic
Server 10 on Windows, Filter Profile Name =
Weblogic Server 10 Windows Filters
solidcore. copyright @ 2006-2007 Solidcore Systems, Inc. All rights reserved. 1

Audit Trail report that meets PCI DSS 10 requirements
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© Major | DHCPServiceDisabled [ [ ServicesRules] - Check if DHCP service is disabled
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Dashboards and reports can be used to identify unauthorized changes and
improve policy compliance for network devices.




Network Configuration
Management (PCI DSS § 1)

PCI DSS section 1 states that network
devices, like routers and firewalls that
transmit cardholder data, must be
protected from man-in-the-middle attacks
and data breaches. The network is
only as strong as its weakest link, and
even one poorly configured network
device could put the business at risk.
The S3 Control PCI Pro Edition allows
organizations to establish configuration
standards for network devices and
provides the capability to monitor the
compliance of the devices in real-time.

All configuration changes are tracked
and versioned to meet the PCI DSS
section 10 requirements for audit trails.
Policies can also be set to rollback to a
“Trusted Device Configuration” when any
unauthorized configuration change is
detected.

Supported Platforms:

Solidcore S3 Control PCI Pro Edition
supports integration with more than 300
network devices, including those from
device vendors such as Cisco, HE Nortel,
Force10, D-Link, Juniper-NetScreen,
3Com, Foundry, Fortinet, ADTRAN,
Enterasys, Huawei, Extreme, Proxim,
Aruba and Blue Coat.
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Startup-Running conflict graph identifies devices that violate PCI DSS 1.3.6 guidelines
to secure and synchronize router configuration files.

Summary

Solidcore S3 Control PCI Pro Edition
provides immediate, cost-effective

PCI compliance for many PCI DSS
requirements outlined in sections 1, 10
and 11 (network device configuration,
audit trail and file integrity monitoring).
Sold via an annual subscription that
minimizes first year costs, the PCI Pro
Edition provides a solution that is both
affordable and expandable.

The S3 Control PCI Pro Edition is
upgradeable to Solidcore’s S3 Control
Enterprise edition, which allows
organizations investing in a PClI
compliance solution to easily expand
to Solidcore’s flagship operational
change control solution for broader IT
benefits that include higher IT service
availability, Sarbanes-Oxley compliance
and streamlined Information Technology
Infrastructure Library (ITIL) processes.

Product Pricing
and Support

*Solidcore S3 Control PCI
Pro Edition is available
via an annual subscription
that minimizes first-year
compliance costs.

*Yearly subscription
starts at $50 per-server,
plus $5,000 for the
accompanying central
console.

*Support features include
phone-assisted installation,
Web-based support and
ongoing product updates.

*The S3 Control PCI Pro
Edition is upgradeable to
Solidcore’s S3 Control
Enterprise Edition product
for more comprehensive
change control and IT
operational benefits.
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